XSENSE

For your information.
IDENTIFY IT. TRACK IT. OWN IT




Document protection has been identified as the weakest link in information security.
A company's strong need to share information and collaborate is hampered by the
requirements to comply with numerous regulations requiring data protection.

Furthermore, the need to limit information consumption on a “need-to-know"” basis
is often unanswered, leaving companies with significant information risk exposure

to internal threats.

CxSense System

The Covertix vision is to enable corporations to always “own” their
information - track, control and secure files and documents anywhere,
even when shared with 3rd parties. Based on patent pending, SMART-FILE
technology, our CxSense system transparently controls access and usage
of documents, identifies and quantifies information risk and immediately

reports on usage violations.

CxSense is the only Intellectual Property protection and compliance support
(CA1386, HIPPA, SOX, PCI) solution for shared, unstructured-data.

Document Governor

Provide unmatched automated capability
in controlling documents and user actions
such as: Open, Print, Edit, based on
document content, context, location or
network information.
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Information Risk Analyzer

Stop and prevent information-risk exposure
by quickly spotting key risk areas where
sensitive information is exposed or lost.
Identify and pinpoint usage violations.
Know exactly when, where and who uses
your key files.
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Key Capabilities »
Only vendor with phased reversible implementations; Discover, then Simulate,
then Activate protection.
® Track and report file usage; Identify all instances and locations of a given file.
® Automatically control files, based on:
> Content: such as customer information, built-in or custom dictionaries.
> Location: In Network shared folders or local drives.
> Source: Extracted from applications, MIS Systems.
® The most flexible control capabilities, for instance:
> Use "“in-office” only or at selected partners.
> Print to selected printers.
> Use by specific users or groups.
® File level multifactor authentication.
® VPN session control.
® |dentify breaches with Information Risk Exposure analytics.
® Provide immediate alerts for policy violations.

Benefits »

® Maintain competitive edge by better securing intellectual property such as strategic plans,
Blueprints, product designs and patents. Control sensitive and confidential information
with limited distribution such as executive communications, HR records or pricing data.

® Minimize brand damage and cost incurred from customer information leakage.
® Ensure compliance with regulations such as:

> CA1386: Automatically protect customer information shared with 3rd parties.

> HIPPA: Automatically encrypt patient data distributed.

> SOX: Track usage of key financial spreadsheets, ensure authorized usage only.

> PCI: Protect credit card information stored in unstructured data form anywhere it goes.
® Reduce information risk exposure and improve overall information security and governance.
® Automatically protect Information on laptops and removable media.

Organization
is always in control,

even if files are
lost or stolen.
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Covertix is located in Sde-Boker in the Negev region of Southern Israel.
Covertix is backed by Maayan Ventures and the Office of the Chief Scientist of Israel.




